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This note is intended to help you to understand at a glance the legal compliance issues that arise from setting up 

a website, whether the website is merely informative, or whether it sells online or physical goods or services. At 

the very least, you must provide the information specified in paragraph 1. You must consider whether the 
requirements of the following paragraphs apply to your service or not.   

 
1. INFORMATION TO BE PROVIDED 

1.1. You should display on your website the name and address of the site operator and the name of the site 

owner. You should also include details of the service provider, including its e-mail address and, if it is a 
corporate entity, its company registration number. 

1.2. Where the website provides a service subject to an authorisation scheme, you should provide details of the 
relevant supervisory authority. 

1.3. If the website undertakes an activity that is subject to value added tax, you should provide its VAT 
registration number. 

1.4. If the website relates to the services of a member of a regulated profession, you should provide the details 

of any professional body with which she/he is registered, his/her title and the country where that title has 
been awarded. You should also include a hyperlink to the rules applicable to the professional in the country 

where she/he is established, or an explanation of how such professional rules can be accessed. 

2. GENERAL LIABILITY 

2.1. You should check the areas of law and regulation that may affect the website on an ongoing basis to ensure 

the website’s continuing compliance. You may find you need to modify the content, restrict access, or 
include a disclaimer. The areas of law you should consider in particular include 

2.1.1. Contract: See below for sale of goods and services. You should also ensure that any advertisement 
on your website constitutes an “invitation to treat” merely and not an offer which, if accepted, 

would be binding.  

2.1.2. Tort: Consider your exposure to claims against you in defamation, negligent misstatement, and 

misrepresentation. You should verify your sources for any potentially contentious material and act in 

accordance with accepted best practice.   

2.1.3. Intellectual property infringement: You should take care not to infringe any third party copyright, 

design right, patents, trade mark, etc, or to “pass off” your brand as another’s. You are also well 
advised to include a “notice and take down” mechanism. 

2.1.4. Obscenity, racially inflammatory material, etc: Be aware that you may be exposed to criminal 

liability for publishing certain material.  

3. ADVERTISING 

3.1. There is various UK legislation controlling misleading and comparative adverts, promoting consumer 
protection and accurate trade descriptions. Aside from ensuring you do not breach such laws, you should 

consider the adverse publicity that would result from investigation by any of the consumer watchdogs.  

3.2. The ASA is the regulatory body in the UK which regulates advertisements.  
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3.3. You should take care to adhere to any relevant codes of conduct (e.g. the CAP code for non-broadcast 

advertising). The CAP copy advice team operate a free service whereby they indicate whether any submitted 

materials are in line with the CAP code.  

3.4. There are general rules and principles regulating advertising but you must also be aware of specific 

restrictions in certain areas such as gambling, food and drink, and tobacco.     

3.5. In addition, you must consider whether any sales promotions, prize draws or lotteries are prohibited or 

restricted. The relevant legislation in the UK is the Gambling Act 2006. However, the laws in this area are 

widely differing throughout the EU and seemingly harmless promotions may fall foul of individual countries’ 
legislation. For example, “buy one get one free” offers are prohibited in France and Germany. 

3.6. You must also be careful with direct marketing (see “Data Protection” below).  

4. TERMS AND CONDITIONS OF USE 

4.1. You should display your terms and conditions of use prominently and they should be expressed in plain 
English. They will generally deal with such issues as: 

4.1.1. Access to the website and any registration requirements (refer to privacy policy) 

4.1.2. Disclaimer of liability for links to third party sites 

4.1.3. Copyright notices (to ensure third parties are warned that you own the copyright in certain content) 

4.1.4. The rules applying to any user generated content (users must grant a licence to you to ensure you 
can use the user generated content in whichever ways you require)  

4.1.5. Rights reserved to the website owner (to notify third parties of your rights) 

4.1.6. General disclaimer of liability (see “Disclaimers” below) 

4.1.7. Indemnity (you will require users of the website to indemnify you for certain issues) 

4.1.8. Website availability (specify an appropriate level of “up-time” and reserve the right to carry out 
improvement works, etc, on the website) 

4.1.9. Governing law and jurisdiction (specify UK but be aware that there is an increasing trend for courts 
to impose the laws of their own country to websites operated from a different country) 

4.1.10. Notices and contact details (if you have good complaints management, there is less likelihood of 

court proceedings being commenced against you) 

4.2. The exact terms and conditions to be included will vary according to the website and it is wise to have these 

professionally drafted.  

5. WEBSITES SELLING ONLINE GOODS AND SERVICES 

5.1. With regard to contracts concluded online for the sale of goods and services, and in addition to the 

obligations imposed by the Sale of Goods Act 1979 and the Unfair Contract Terms Act 1977, you must 
comply with the E-Commerce Regulations 2002 and the Distance Selling Regulations 2000. These apply 

whether the website is selling physical goods or online goods or services.  

5.2. Under the E-Commerce Regulations 

Where the website is used to conclude online contracts by electronic means, you must communicate to the 

potential customer in a clear, comprehensible and unambiguous manner:  

• A description of the technical steps the customer must follow in order to conclude the contract. 

• Confirmation of whether or not you will file and store any contract concluded between you and the 

customer and, if so, whether it will be accessible by the customer. 

• A description of the technical means by which the customer can identify and correct input errors 

before he places an order. 
• The language(s) offered for the conclusion of the online contract. 

• Any code of conduct to which you subscribe and details of where to find the code. 
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5.3. Under the Distance Selling Regulations 

Under the Distance Selling Regulations, you must provide the consumer with the following information in a 

clear and comprehensible manner: 

• Your and, where the contract requires payment in advance, your address.  

• A description of the main characteristics of the goods or services offered on the website. 

• The price of the goods or services, including all taxes. 

• The cost of delivery of the goods or services. 

• Any arrangements applying to payment and delivery, or performance of the goods or services. 

• A notice that the consumer has the right to cancel the contract without cause during a seven-day 

cooling off period, other than in exceptional cases. 

• If customers are to use a premium rate telephone number, the cost of the call, which must be 

specified before any call charges are incurred. 
• The period for which any special offer remains valid. 

• The minimum duration of any permanent or recurrent contract.  

• If the goods/services ordered by the consumer are unavailable, whether you propose to provide 

substitute goods/services of equivalent quality and price. 

6. DATA PROTECTION 

6.1. The Data Protection Act 1998 (“DPA”) imposes further obligations on any “data controller” with respect to 

“personal data.” 

6.2. The DPA applies where an entity processes “personal data.” Personal data is data which relates to a living 

individual who can be identified from those data. This would include registration details collected from a 
visitor to a website. The “data controller” is the entity who determines the purposes for which and the 

manner in which any such personal data is to be processed.  

6.3. If a website is to collect any such personal data from visitors to the site (as your website probably will, 
either upon registration, placing an order or through online payment) it must notify the Information 

Commissioner’s Office. It must also adhere to eight data protection principles (see Part I, Schedule I DPA). 

6.4. This means that the website should contain an accurately drafted privacy policy. Visitors to the website must 

be told in clear and unambiguous terms what exactly will happen to their personal data.  

6.5. If the website is intending to use the personal data for the purposes of direct marketing, it must provide the 
website user with an “opt-in” for this. As such, it is not enough to tell the website user that it will use the 

personal data for the purposes of direct marketing; it must obtain the website user’s express consent for 
such use. 

7. DISCLAIMERS 

7.1. These can be incorporated into the terms and conditions of the website or displayed as a separate notice. 

They serve to restrict or exclude liability insofar as they comply with certain rules. They are subject to more 

stringent requirements when used against a consumer than when used against a business. 

7.2. There are certain events for which you cannot restrict liability, for example death or personal injury. There 

are also certain circumstances in which liability can be restricted only insofar as is reasonable, for example, 
with regard to the implied terms as to quality of goods and services supplied to a consumer under the Sale 

of Goods Act 1979. 

7.3. You can use a disclaimer to notify certain visitors to your website that certain aspects of the website do not 
apply to them. For example, you can disclaim liability for infringement of rules of other countries by stating 

that the website’s promotions, goods, or services are not available to their residents.   

7.4. You must be careful to word the disclaimer very clearly as any ambiguity will be resolved against you and in 

favour of the consumer. 

7.5.  You must ensure that the disclaimer is clearly brought to the attention of the consumer. It must stand out 
more than the other contractual terms between you and the consumer. You can achieve this by displaying it 

in capital letters or you can include technical measures to ensure the consumer must scroll through the 
disclaimer in order to be able to accept the terms and conditions.  
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This note is intended to provide a general outline merely and does not constitute legal advice.  


